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NetScaler ADC

Load Balancer 
Generic TCP
HTTP(S)
Database connections
GSLB: across data centers

Content Switching
One site, many backends

WAF 
Web app protection

Clusters & HA pairs
Cluster: many NetScalers
HA: one active, one standby

And more...
Anti-Bot
Anti-DDoS
TCP flow optimization

And even more!
Gateway
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NetScaler Gateway

Citrix VDI
Remote desktop (VDI)
Remote apps branding

removed

VPN and more
VPN
Clientless VPN (browser-
based)



5

Under the hood

FreeBSD 11.4
VPX (VM) and MPX (HW)
No ASLR

/netscaler/nsppe
≈ 40 MB of compiled C 
code (with stack cookies)

3 of 12
CISA KEV hits exploited in 
ransomware campaigns

Bugs from the 
90’s
Are here!
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TCP Timestamps
• Designed to protect against wrapped TCP sequence numbers
• Can be used to measure RTT
• Old operating systems used “ticks since boot”

→ People disable TCP Timestamps for compliance! 🤡
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TCP Timestamps in NetScaler
• Disabled by default
• To enable (in TCP profile):

SYN Cookies → OFF
TCP Timestamps → ON
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TCP Timestamps
SYN: SYN+ACK:
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What if…

… I cut the packet here?



10

What if...

Bytes from the OOB read

SYN (perfectly routable): SYN+ACK:
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Just 4 bytes!

• Come from the preallocated packet buffer
One buffer per receive queue

• Allocation length is much larger than MTU
Even with Jumbo frames

• Leaks can be chained
8, 12, or more adjacent bytes via 2, 3, or more SYNs
Just add NOPs before the Timestamp option
Need high transfer rate



12

Is it dangerous?

• We live in the HTTPS era
• But HTTPS can be decrypted before NetScaler
• Also, IPsec gets decrypted in-place
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/0 scan results
• > 130 vulnerable hosts (NetScaler VIPs) leaking at least something

• Only one port was scanned (443/TCP)
• Leaked data discarded; this was a “no crash” scan
• Don’t go beyond the vulnerability check
• Report the vulnerability to all who provide a security contact

After the fix is available

• Zero complaints received via the exclusion form
• Zero complaints received via ISP
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Disclosure timeline
• 2026-04-06 vulnerability reported
• 2026-04-10 vendor reproduced and escalated internally

[...]
• 2026-06-30 fix released

vs.



Thank you! 
Questions?



Blog: dfir.ru

https://dfir.ru/

	0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10
	11
	12
	13
	14
	15

