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Threats & Threat Models
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Common Threats

Stolen Computer
(or lost, or seized)
one-time access to the device
owner is usually aware of that
If powered on: as secure as (a) 
the lock screen is, (b) drive-by 
DMA protections are

Evil Maid
(covert access)

one-time or repeated access
owner is unaware

Rogue Employee 
privesc via physical access
unpriv user == attacker
unpriv user != data owner
Password is enough to boot, 
but not to decrypt

Access to Cloud 
Storage
one-time or repeated access
owner is unaware

Watermarking
prior upload access to 
encrypted storage
one-time access to the storage
Prove that your encrypted 
data is there (without the key)

Malware Access to 
Unmounted Volume
repeated remote access
owner is unaware

Dual-boot (2nd OS backdoored)



5

Common Threats (more naive)

Pressure
legal (key disclosure laws, 
border crossing)
rubber-hose cryptanalysis

Reverse Engineering
(of proprietary box)
repeated access
unpriv user == attacker

Can boot, can’t decrypt
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Threat Model: VeraCrypt

https://veracrypt.io/en/Security%20Model.html

evil maids are out-of-scope

but XTS has some guarantees
(i.e., no bit flips like in CBC)

they don’t talk about *decrypted* data, so 
issues during network boot (or cloud mount) 

are out-of-scope

https://veracrypt.io/en/Security%20Model.html
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Threat Model: BitLocker (from 2006)

https://download.microsoft.com/download/0/2/3/0238acaf-d3bf-4a6d-b3d6-0a0be4bbb36e/bitlockercipher200608.pdf

stolen laptop with seamless boot enabled 
(utilizing TPM)

https://download.microsoft.com/download/0/2/3/0238acaf-d3bf-4a6d-b3d6-0a0be4bbb36e/bitlockercipher200608.pdf
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Threat Model: BitLocker (from 2006, cont.)

XTS-style protections defined before XTS 
became a standard

Microsoft follows that for 20 years!
2006 – 2026 – …
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Further Discussion

https://github.com/mbroz/xts-paper/blob/main/xts-paper-v2.pdf

https://github.com/mbroz/xts-paper/blob/main/xts-paper-v2.pdf
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Further Discussion (cont.)
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“Corner” Cases
(not really corner)
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“Corner” Cases

• Explicit network boot (e.g., via iSCSI)
disk = network
scenario: MITM w/o bypassing Secure Boot

• Implicit network boot (ESX host with network-based datastores)
disk = network
scenario: ESX host isn’t hacked but its datastore (or FC switch) is

• Encrypted containers in the cloud
disk = network (if the protocol allows mounting using random I/O)



22

“Corner” Cases (cont.)

• Tampering via HDD/SSD firmware backdoors
excluding DMA attacks
inject a payload into encrypted volume → pwned

• One-time physical access can be equal to the repeated one
in the TPM-only setups (seamless boot up to the OS login screen)

• Dual-boot can lead to repeated remote access
to unmounted encrypted volumes
not relevant if an encrypted volume is mounted (→ self-pwn)
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Encryption & Decryption Wrappers
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BestCrypt Volume Encryption

• Plaintext BCVE metadata is treated as is on a mounted volume
(Not encrypted/decrypted.)

# Python equivalent (greatly simplified)

def Encrypt(Buffer, LBA, Key, Tweak):
  if Buffer.startswith(MAGIC_SIGNATURE):
    return Buffer

  return AESXTS_Encrypt(Buffer, LBA, Key, Tweak)

def Decrypt(Buffer, LBA, Key, Tweak):
  if Buffer.startswith(MAGIC_SIGNATURE):
    return Buffer

  return AESXTS_Decrypt(Buffer, LBA, Key, Tweak)
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BestCrypt Volume Encryption (cont.)

• Write path: partial plaintext disclosure
Data in a single sector can belong to different security domains!

• Read path: plaintext injection
• This is NotCVE-2026-0004

Discovered and re-discovered by:
Juraj Horňák (2016), Jan Vojtěšek (2017), Maxim Suhanov (2025)

• The XTS guarantees were thrown away by the vendor
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BestCrypt Volume Encryption (cont.)

On-disk: Mounted:

Plaintext injection
via one-time offline attack
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BestCrypt Volume Encryption (cont.)
On-disk:Mounted: Remotely spray rows into DB Nearby data is no longer encrypted
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BestCrypt Volume Encryption (cont.)

• NEVER use BestCrypt Volume Encryption
when hosting Internet-facing databases

• Even when publishing indirectly (e.g., via web apps)
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Defusing the Elephant diffuser (BitLocker)
• This bug is present since Vista

introduced the Elephant diffuser
• Not exploitable, affects the boot loader only

and cryptsetup before 68d4749 (2025-08)
# Python equivalent (greatly simplified)

def bootmgr_ReadAndDecrypt(LBA, ...):
  if LBA in metadata_loc: # ‘metadata_loc’ is taken from the volume header,
                          # which isn’t authenticated in a no-TPM mode
    return b’\x00’ * 512

  Buffer = ReadFromDisk(LBA)
  return AESElephant_Decrypt(Buffer, LBA, ...)
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BitLocker
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Architecture of BitLocker
• Two encryption (filter) drivers:

fvevol.sys (usual)
dumpfve.sys (crash and hibernation)

• Two boot paths:
Normal (to the login screen)
WinRE (to the recovery app)

• Unmeasured ACE during the early boot → pwned
in the TPM-only and TPM+NK modes

• Failed to unseal the key? Need the recovery key!
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BitLocker: Some Modes of Operation
• Cleartext Protector

encrypted but no secret required to mount
• PIN (password)

no TPM-based integrity protection for boot components
• TPM-only

seamless boot up to the login screen
usually bound to PCRs 7 (Secure Boot) and 11

• TPM + PIN
PIN alone isn’t enough to decrypt

• TPM plus Network Key
seamless boot while in the trusted wired network
TPM plus PIN if the network unlock server is unreachable

• External Key (file), Smart Card
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BitLocker: TPM plus Network Key
• Works via a proprietary extension to the DHCP
• 1st key encryption layer: unwrapped by the server
• 2nd key encryption layer: unwrapped by the TPM
• If that fails, another protector (TPM+PIN) is used
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BitLocker: TPM plus Network Key
• Works via a proprietary extension to the DHCP
• 1st key encryption layer: unwrapped by the server
• 2nd key encryption layer: unwrapped by the TPM
• If that fails, another protector (TPM+PIN) is used

• A successful boot authenticates two sides:
computer and network

• A successful logon authenticates one more side:
user
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BitLocker: WinRE

• Can recover from typical boot problems
Microsoft thinks so

• Can include OEM-specific recovery tools
• Automatic recovery is launched after two failed boot attempts

Otherwise, a simple menu is displayed to a user
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BitLocker: WinRE

• Can recover from typical boot problems
Microsoft thinks so

• Can include OEM-specific recovery tools
• Automatic recovery is launched after two failed boot attempts

Otherwise, a simple menu is displayed to a user

https://learn.microsoft.com/en-us/windows-hardware/manufacture/desktop/windows-recovery-environment--windows-re--technical-reference?view=windows-11

https://learn.microsoft.com/en-us/windows-hardware/manufacture/desktop/windows-recovery-environment--windows-re--technical-reference?view=windows-11
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BitLocker: WinRE and TPM

• If WIM is trusted:
the keyring is passed from the boot manager to WinRE

• Else:
the keyring is wiped before launching WinRE

• WIM is trusted when:
its hash is in the volume metadata
(AES-CCM-encrypted SHA-256)
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BitLocker: WinRE and TPM (cont.)

• The volume is locked after an unsafe action is requested
e.g., spawn the CMD shell

• The keyring is wiped too!
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BitLocker: WinRE and TPM (cont.)

Safe

Not safe
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BitLocker: Hardware Attacks & Protections

• Reboot (into another OS) and dump the RAM
The platform must implement the TCG Reset feature

• Sniff the channel between the host and the TPM
Doesn’t work against firmware-based TPMs

• DMA attacks: drive-by and not
Protections must be enabled and measured (can’t disable silently)

• Like a mobile device without before first unlock



41

CVEs!
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CVE-2024-43513 (bitlockpick)
• WinRE fails to lock the system drive

when spawning the CMD
• Root cause: the volume isn’t locked when it’s not mounted

the loop iterates over mounted volumes only
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CVE-2024-43513 (bitlockpick)
• WinRE fails to lock the system drive

when spawning the CMD
• Root cause: the volume isn’t locked when it’s not mounted

the loop iterates over mounted volumes only

• Re-format the EFI SP using the 2048-byte sector size
files in this volume must be preserved

• Set the “noautomount” bit in the GPT
for the encrypted partition

• Wipe the encrypted volume’s start
• Boot, spawn CMD, the key is in-memory
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CVE-2024-43513 (bitlockpick, cont.)

Another way:
• Clone the internal drive to any USB drive
• Wipe the partition table

both the MBR and GPT on the internal drive
• Boot from the USB drive into WinRE
• When the spinning circle appears, disconnect the drive
• Spawn CMD, re-connect the drive

manage-bde -protectors -get C:
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CVE-2025-21202 (bitlockpick 2)
Root cause: this is an ugly logic bug

• Format a USB drive, encrypt
with a password or an external key
(no cleartext protector – important!)

• Remove the “noautomount” bit
if set for that external volume

• Attach, boot into WinRE
no unclean shutdowns (important!)

• Launch the Startup Repair process
but skip the recovery key prompt

• Spawn CMD
manage-bde -protectots -get E: (not a typo)
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CVE-2025-21202 (bitlockpick 2, cont.)
• Many laptops ship with two encrypted volumes

C: (OS) and E: (data, set to auto-unlock after C:)
• They were vulnerable out of the box!



47

CVE-2026-20928
cold boot attack without cold and boot

Root cause: no memset() on free()
Locking the volume wipes the keyring, not other remnants

A reboot triggers the wipe
from the platform (firmware)

But no reboot required to
dump the RAM!
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CVE-2026-20928
cold boot attack without cold and boot

Root cause: no memset() on free()
Locking the volume wipes the keyring, not other remnants

• Boot into WinRE
• Launch the Startup Repair process

encrypted data processed and freed, not wiped
• Spawn CMD

skip the recovery key prompt, only the key gets wiped
• Dump the RAM

e.g., using Belkasoft RAM Capturer
• Carve parts of $MFT (NTFS) and registry hives
• Repeat



49

CVE-2025-21210: CrashXTS

Root cause: XTS traffic analysis, XTS randomization
Block the dumpfve.sys driver from being loaded, boot, then hibernate
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CVE-2025-21210: CrashXTS (cont.)

https://dfir.ru/wp-content/uploads/2025/01/crashxts.pdf

• Boot → Clean shutdown (1st state)
• Boot → Unclean shutdown (2nd state)
• Boot → BSOD (3rd state)
• Traffic analysis: the “CrashControl” key is now located
• Randomization: corrupt candidate ciphertext blocks
• Boot → Hibernate → pwned (hiberfil.sys is now cleartext)

https://dfir.ru/wp-content/uploads/2025/01/crashxts.pdf
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Anything more like this?
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Very Bad .reg from <Some Vendor> (2024, now fixed)

No 3rd-party
drivers

(VeraCrypt, 
BCVE, etc.)
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Back to BitLocker!
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CVE-2025-21214: Root File System “Spoofing”

• Security implications known since the 00’s
• This bug is a feature from the 90’s
• I discovered an attack against BitLocker in 2015-{01|02}
• It’s constantly re-discovered in other products as well

QSB-021-2015 in Qubes OS
also: https://gitlab.tails.boum.org/tails/tails/-/work_items/7475#note_102471
and: some fixes in GRUB
(and many others, re-discovered approximately every year)

https://gitlab.tails.boum.org/tails/tails/-/work_items/7475#note_102471
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CVE-2025-21214 (cont.)

• BIOS drives:
0x80 (boot drive), 0x81

• OS drives (native access, Linux-style):
sda, sdb, sdc

• Where is the boot drive?
0x80 = sda? sdb? sdc? or none of them?

• Same for UEFI drives
• Operating systems try to guess...

… based on what was read from the boot drive
via the firmware (e.g., via INT 13h)
→ Disk signature, MBR checksum
→ Disk GUID
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CVE-2025-21214 (cont.)
• Attach a 2nd drive with the same partition layout

same GUIDs, offsets and sizes, but the system volume is unencrypted
• If EFI enumerates that drive after the real one and

the OS enumerates it before the real one
(hint: the former part depends on the UEFI firmware)

• Then the boot manager picks the real (encrypted) drive
and unlocks it, loads the NT kernel and drivers

• Then the NT kernel picks a wrong (unencrypted) drive
and boots into the unencrypted environment
but the keyring is in-memory



58

LUKS (in GRUB)
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CVE-2025-4382

• Seamless boot is implemented via GRUB in openSUSE
• Unlocking occurs in GRUB, the key is exposed to the Linux

via a virtual file (no second unlock is required)
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CVE-2025-4382

• Seamless boot is implemented via GRUB in openSUSE
• Unlocking occurs in GRUB, the key is exposed to the Linux

via a virtual file (no second unlock is required)

• Corrupt the encrypted file system’s superblock
just wipe first megabytes of the partition

• Boot
• You get the GRUB rescue shell with full access

error condition → rescue shell
encryption keys are readable from the shell
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Back to BitLocker
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CVE-2025-21215: Capturing Your PIN

• Unusual starting point: the storage device
your HDD/SSD is backdoored
your ESX datastore is hacked (but not ESX itself)
your FC switch is hacked
admin-to-confidential-VM

• Otherwise, you need to write-protect a single sector
somehow (easy for virtual disks in some clouds)

• Data-only, no code injection into the boot path
• Obtains the BitLocker PIN as keystrokes

before they get erased
but sometimes captures the main key (FVEK)



63

CVE-2025-21215 (cont.)

• The actual bug is the out-of-bounds read in the NTFS code
bootmgfw.NtfspReadWriteAttribute()
→ no check that the resident data fits the allocation

• It’s just an OOB read! No way to expose the bytes over-read
• Writing the leaked buffer to the disk

via an old-style registry transaction log file
delivered into the BCD hive bytes



64

CVE-2025-21215 (demo)
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Our future
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Wide-Block Ciphers & Modes

• Adiantum (cipher) and others
block size can be 4096 bytes

• See CVE-2025-4382
• Randomizing more than a megabyte can lead to a vulnerability
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Authenticated Encryption

• Auth tags consume disk space
• Userspace isn’t ready for read errors on auth failures

garbage (random data) vs. read()/readdir() error

https://github.com/Perl/perl5/issues/17907

https://github.com/Perl/perl5/issues/17907
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Authenticated Encryption (cont.)

https://bugs.freebsd.org/bugzilla/show_bug.cgi?id=287451

And many others!
• SMB clients
• File system drivers
• Config readers in apps

readline() with no errno check

https://bugs.freebsd.org/bugzilla/show_bug.cgi?id=287451


Thank you! 
Questions?



Blog: dfir.ru

https://dfir.ru/
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